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POLICY MANAGEMENT , ENFORCEMENT , distributed data storage system . A single configuration is 
AND AUDIT FOR DATA SECURITY applied to all different types of databases . Using policies , the 

policy appliance can mask particular portions of data 
BACKGROUND retrieved by database queries . For example , the policy 

5 appliance can mask sensitive data , e . g . , personally identifi 
In a distributed data storage system , data can be stored in able information such as social security numbers or dates of 

multiple databases . Various applications from business birth . In addition , the policy appliance can filter out certain 
users , data scientists , analysts or developers can access the records based on the data in the record . For example , a 
data . Each application can correspond to a specific user or a policy could allow only access to records record with a 
specific group of users . Each user or group of users can have 10 particular field F having value X . Accordingly , the policy 
particular access privileges to certain portions of the data . appliance can provide an additional layer of privacy for user 
Various data security policies can specify which user can data stored in a file system . 
access which data . Each database can be associated with a The details of one or more embodiments of the subject 
respective policy component that controls access privileges matter of this specification are set forth in the accompanying 
to that database . The databases in the distributed data storage 15 drawings and the description below . Other features , aspects 
system can be located virtually or physically separate from and advantages of the subject matter will become apparent 
one another . Accordingly , the multiple databases can corre - from the description , the drawings and the claims . 
spond to multiple policy components that work separately 
from one another . In a distributed data storage system that BRIEF DESCRIPTION OF THE DRAWINGS 
includes multiple and separate policy components each 20 
policy component may need to be configured individually . FIG . 1 illustrates an architecture of an example distributed 

data storage system . 
SUMMARY FIG . 2 illustrates an architecture of an example policy 

appliance . 
In general , this specification describes a distributed data 25 FIG . 3 is a flow diagram of an example process of 

storage system where a centralized and self - contained policy managing and enforcing data security for the distributed data 
appliance manages data security policies for multiple data storage system . 
bases . FIG . 4 illustrates an example installation of a policy 

A system of policy management , enforcement and audit appliance . 
for data security can perform a method that includes receiv - 30 Like reference numbers and designations in the various 
ing , by a policy administration point of a policy appliance , drawings indicate like elements . 
a policy that defines an access privilege of a user on data 
stored in a database . The method includes submitting the DETAILED DESCRIPTION 
policy by the policy administration point to a policy decision 
point of the policy appliance that is configured to decide 35 In one aspect , a policy appliance includes a policy admin 
whether the user is permitted to access at least a portion of istration point , a policy decision point , a policy enforcement 
the data according to the policy . The method includes point and , optionally , an auditing module . The policy appli 
receiving , by a policy enforcement point of the policy ance can execute in a self - contained environment , e . g . , a 
appliance , a data request from an application , the request single virtual machine , a single physical machine or a cluster 
including a user specification specifying the user and a data 40 of virtual machines or physical machines identically con 
specification specifying a data item of the data to access . The figured . The self - contained policy appliance can receive , 
method includes submitting the user specification and the manage , enforce and audit multiple policies that specify 
data specification to the policy decision point by the policy access privileges of multiple users on multiple databases . 
enforcement point . The method includes receiving , by the The databases can include heterogeneous databases that are 
policy enforcement point and from the policy decision point , 45 configured separately and differently from one another . A 
a data access decision that is made by the policy decision single configuration of the policy appliance centralizes and 
point according to the policy , the data access decision unifies policy management of the heterogeneous database in 
specifying that the user is permitted to access a portion of the the self - contained environment . 
data item . The method includes providing , by the policy FIG . 1 illustrates an architecture of an example distributed 
enforcement point to the application , a redacted data item as 50 data storage system 100 for storing data . The distributed data 
a response to the request according to the data access storage system 100 includes policy enforcement system 102 
decision . The policy appliance , including each of the policy and databases 104A , 104B and 104C . The databases 104A , 
administration point , the policy decision point , and the 104B and 104C can have different architectures . For 
policy enforcement point , executes in a container on a example , the databases 104A , 104B and 104C can include 
system that includes one or more computer processors . 55 one or more relational database , object - oriented databases or 

Particular embodiments of the subject matter described in storage systems for unstructured files . In some implemen 
this specification can be implemented to realize one or more tations , each of the databases 104A , 104B and 104C can be 
advantages . For example , conventionally , policy manage - a node of a Hadoop Distributed File System ( HDFS ) . Each 
ment system setup is performed at deployment time . The node can include , or be hosted on , a respective server 
centralized and unified policy management system and 60 computer . 
enforcement moves the complexity of the policy manage - One or more clients 106 can access the data stored in 
ment system setup from deployment time to development databases 104A , 104B and 104C . Clients 106 can corre 
time . Accordingly , the techniques described in this specifi - spond to one or more users . Each user has an identifier and 
cation allows for easier and quicker deployment of data credentials . A user can use multiple clients 106 . Each client 
security tools . 65 106 can be used by multiple users . Different users of the 

The techniques described in this specification can avoid clients 106 can have different access privileges to various 
individually configuring different types of databases in a data items in the data . The access privileges can be privi 
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leges based on a condition , e . g . , a time of day , a value of a partial or complete masking are government - issued identi 
data item , or an output of a function or stored procedure . The fication numbers ( e . g . , social security numbers ) , financial 
access privileges can specify ways that a user can access a card information ( e . g . , credit card numbers ) , and other 
particular data item such as read - only , read - write , or create . personal information ( e . g . , home addresses , telephone num 
For example , a first user can have privileges to access a 5 bers or birth dates ) . The masking subsystem 110 can then 
specific database , a specific table in a database , a specific return the redacted data including the mask to a client 106 
column in a database table , or a row in a database table . The for consumption by user U . In the example shown , the 
first user may not have privileges to access other databases , masking subsystem 110 is separate from the container 107 
tables , columns or rows . The second user may have privi - and the policy appliance 108 . In various implementations , 
leges to view certain data , but only if a portion of the data 10 the masking subsystem 110 can be a component of the 
is redacted ( e . g . , masked or partially deleted from view ) . container 107 , or a component of the policy appliance 108 . 

In the distributed data storage system 100 , a data access FIG . 2 illustrates an architecture of an example policy 
policy , or simply referred to as a policy , can define these appliance 108 . The policy appliance 108 includes multiple 
access privileges on various data items for each user . A data components referred to as points . The policy appliance 108 
item can be a value or a set of values that is identifiable by 15 includes a policy administration point ( PAP ) 202 . The policy 
a reference ( e . g . , by name or by another form of identifier ) . administration point 202 is a component of policy appliance 
Example data items can include a database , a database table , 108 programmed to receive configuration information 204 
a column in a database table , a row in a database table , an from a configuration source . The configuration source can be 
unstructured file , or any combination of the above . A data a client 106 ( of FIG . 1 ) or another computer . The configu 
access policy can specify that a user , or a group of users , 20 ration information 204 includes user identifiers and identi 
identified by user identifier U , can access columns C1 and fiers of data items , e . g . , database names , table names , 
C2 in database table T in database 104A during time period column names . In some implementations , the configuration 
P . In addition , the data access policy can specify user U can information 204 can include references to rows of data that 
only assess those rows in table T having a value in column are condition - based ( e . g . , rows having column C1 that is 
C3 that is between values V1 and V2 , where V1 and V2 are 25 greater than a value ) . The configuration information 204 can 
outputs of functions F1 and F2 . also include scope of access privileges of the identified user 

The policy enforcement system 102 is programmed to on the identified data items , e . g . , read - only , read - write , 
manage , enforce , and audit policies for accessing the data create , delete , execute , partial read , and masks on content . 
stored in databases 104A , 104B and 104C . The policy The configuration information 204 can also include condi 
enforcement system 102 can include a container 107 in 30 tions on the privileges , e . g . , time conditions ( e . g . , between 
which a policy appliance 108 performs the various functions hour X and hour Y ) , value conditions ( e . g . , access allowed 
regarding policies . The container 107 can be a virtualized or when function f returns value A ) , or procedural conditions 
physical server that provides an isolated , self - contained , and ( e . g . , access allowed if procedure p has already been 
individually configured user space in a cloud - computing executed by a given user ) . 
environment . Each container can have a respective set of 35 The policy administration point 202 can receive , create or 
configuration parameters , e . g . , class paths , directory map - modify one or more policies specifying the access privileges 
pings , and environment variables , that are independent from of the configuration information 204 . The policy adminis 
configuration parameters of other containers . The container tration point 202 can provide the policies to a policy decision 
107 can be a unit in the cloud computing environment in point ( PDP ) 206 for applying to data requests . 
which programs execute . For example , the container 107 can 40 The policy appliance 108 includes a policy enforcement 
be a single physical computer or a single virtual machine . point ( PEP ) 208 . The policy enforcement point 208 is a 
The functions of the policy appliance 108 can be self - component of the policy appliance programmed to receive a 
contained , all executing in a single container . Compared to data request from an application 210 . The application 210 
conventional distributed access control systems , this self can be a program executing on a client 106 ( of FIG . 1 ) . The 
contained setup can facilitate quick and easy deployment for 45 application 210 can execute on a computer that is the same 
the user . as , or different from , the configuration source providing the 

The functions performed by the policy appliance 108 can configuration information 204 . The data request can include 
include managing policies , including , for example , adding a a representation of a user identifier of a user , and a repre 
policy for a user or for a group of users , editing an existing sentation of a data item , e . g . , an identifier of a data item or 
policy or deleting a policy . The functions can include 50 a condition for selecting a data item . For example , the data 
functions of enforcing policies , including receiving requests request can include a user identifier U and data item iden 
for data , determining what portion of the data is accessible , tifiers T and D , where T is a table identifier , and D is a 
returning the portion of data that is accessible and redacting database identifier . The data identifiers can be embedded in 
data that is inaccessible . a structured query language ( SQL ) script ( e . g . , “ USE D ; 

In case a portion of the data is inaccessible to user U 55 SELECT * FROM T ; " ) . 
according to a data policy , the policy appliance 108 can The policy enforcement point 208 , upon receiving the 
instruct a masking subsystem 110 to redact the data . Redact - data request , can submit the user identifier and data item 
ing the data can hide some data from view while maintaining identifiers or conditions in the data request to the policy 
a uniform formatting . The policy appliance 108 provides a decision point 206 . The policy decision point 206 then 
redact request to the masking subsystem 110 . The masking 60 determines , based on one or more policies received from the 
subsystem 110 masks a portion of the data that is inacces - policy administration point 202 , whether the user U has 
sible , and return redacted data including the masked portion access privileges on database D and table T . For example , 
to the request . For example , if a policy specifies that user U table T of database D can be a personal information table 
can view only the last four digits of data in a column of data having columns " Name " that has a " String " type and “ Gov 
that contains nine digits , the masking subsystem 110 can 65 ernment Identification Number " that is a nine - digit integer . 
replace the first five digits of the data with a mask ( e . g . , a The policy decision point 206 can determine that a policy 
string “ XXXXX ” ) . Some examples of data that is subject to associated with user U specifies that user U has read - only 
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access privilege to table T , column Name , and has read - only A policy administration point ( e . g . , the policy adminis 
access privilege to the last four digits of column “ Govern tration point 202 of FIG . 2 ) of a policy appliance ( e . g . , the 
ment Identification Number " where the other five digits , policy appliance 108 of FIG . 2 ) receives ( 302 ) a policy that 
when presented to user U , are to be masked by a string mask defines an access privilege of a user on data stored in a 
( e . g . , “ XXXXX ” ) . The policy decision point 206 can then 5 database . Receiving the policy can occur during installation 
notify the policy enforcement point 208 to proceed with the of the policy appliance on a container , or anytime after 
SQL script , but redact the " Government Identification Num - rnment identication Num - wards . war 
ber ” portion of result of the script using the string mask . The policy administration point submits ( 304 ) the policy Upon receiving the notification from the policy decision to a policy decision point ( e . g . , the policy decision point 206 point 206 , the policy enforcement point 208 can distribute 10 of FIG . 2 ) of the policy appliance that is configured to the data request to databases on multiple data nodes for decide , at runtime , whether the user is permitted to access at execution . For simplicity , only database 104A is shown . In 
this example , the policy enforcement point 208 can execute least a portion of the data according to the policy . 
the SQL script on the database 104A . In various implemen A policy enforcement point ( e . g . , the policy enforcement 
tations , the policy enforcement point 208 can connect to 15 poin 15 point 208 of FIG . 2 ) of the policy appliance receives ( 306 ) 
multiple databases each having a different format . For ving a different format . For a data request from an application . The data request , e . g . , a 
example , one database can be a relational database , another query , a query script or a compute request , can include , or 
can be an object - oriented database , a third one can be an be associated with , a user specification specifying the user 
unstructured file system . The policy enforcement point 208 and a data specification specifying a data item of the data to 
can customize the data request , modified based on decision 20 access . The user specification can include a user identifier or 
of the policy decision point 206 , according to each database . a user group identifier . The data specification can include a 
The policy enforcement point 208 then dispatches customize database identifier , table identifier , or other information that 
data requests to the databases . In some implementations , can identify a data item . The policy enforcement point can 
multiple policy enforcement points 208 can connect to a be coupled to multiple databases . The policy enforcement 
same policy decision point 206 for decisions to access data . 25 point can apply the policy to data stored on each of the 
Upon receiving the data from the database 104A , the databases . 

policy enforcement point 208 can further enforce the policy The policy enforcement point submits ( 308 ) the user 
by filtering the retrieved data . The filtering can include specification and the data specification to the policy decision 
redacting the data to remove or mask data items that user U point . In some implementations , the policy enforcement 
is not allowed to access . The policy enforcement point 208 30 point can execute the data request , retrieve the data from the 
can provide the redacted data to the application 210 as a data stores and filter the data . For various data stores , the 
response to the data request , directly . The policy enforce filtering can occur at various stages . For example , when the 
ment point 208 can provide the response to the application data store includes a relational database and the data request 
210 directly , through a masking subsystem 110 ( of FIG . 1 ) , includes a SQL query , the policy enforcement point can 
or through one or more other components of the policy 35 modify the query and then execute the modified query to 
appliance 108 ( e . g . , an encryption module for encrypting retrieve the data from the database . Accordingly , the 
data ) . In some implementations , the masking subsystem 110 retrieved data can be already filtered . When the data store 
can be a component of the policy enforcement point 208 . includes a filesystem storing unstructured data , the policy 

In the example , the policy enforcement point 208 can enforcement point can execute the request , retrieve the data 
retrieve a data record having values corresponding two 40 and then filter the retrieved data . When the data store 
columns “ Name ” and “ Government Identification Number . " includes a combination of relational databases and filesys 
The values are " Alice " and “ 123456789 . ” To enforce the tems , the policy enforcement point can perform both the 
policy for user U , the policy enforcement point 208 can query modification and the data filtering . 
submit the result and mask “ XXXXX ” to the masking The policy enforcement point receives ( 310 ) a data access 
subsystem 110 , which then redact the record to " Alice " and 45 decision from the policy decision point . The policy decision 
“ XXXXX6789 . ” The policy appliance 108 can submit the point made the data access decision based on the policy . The 
redacted record “ Alice ” and “ XXXXX6789 " to the appli data access decision specifies that the user is permitted to 
cation 210 . access a portion of the data item , not permitted to access 

In some implementations , the policy appliance 108 another portion of the data item , or a combination of both . 
includes audit module 212 . The audit module 212 is a 50 The decision can include instructions on redacting a query , 
component of the policy appliance 108 that executes in a or a redacted query . The policy enforcement point can 
same container as the policy administration point 202 , retrieve data according to the instructions . For example , a 
policy decision point 206 and policy enforcement point 208 . table T can have columns C1 , C2 and C3 , where a user U has 
The audit module 212 is programmed to obtain logs from read access to only C1 and C3 . For a data request including 
each of the policy administration point 202 , policy decision 55 a query “ SELECT * FROM T , ” the policy decision point can 
point 206 and policy enforcement point 208 . The logs can decide that C2 shall be masked by a mask , e . g . , string 
record events including creation , modification and deletion “ XXXXX . ” The policy enforcement point can modify the 
of policies , data requests , data request frequencies for par - query to “ SELECT C1 , * XXXXX ' , C3 FROM T ” in which 
ticular users , percentage of allowed accesses and denied the string " XXXXX ” masks values of the column C2 while 
accesses , among other policy - related events . The audit mod - 60 keeping the column C2 in the result set . 
ule 212 can generate unified logs 214 for review by admin - The policy enforcement point provides ( 312 ) to the appli 
istrators or other privileged users . The audit module 212 can cation a redacted data item as a response to the request 
provide the unified logs 214 for presentation on client according to the data access decision . The redacted data item 
computers , e . g . , client 106 of FIG . 1 or other clients . can include a portion that is redacted from content that , 

FIG . 3 is a flow diagram of an example process 300 of 65 according the policy , the user has no access privilege . The 
managing and enforcing data security for the distributed data redacted portion can be a portion of the data item that is 
storage system . masked . 
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The policy appliance , including each of the policy admin - the cloud computing service 402 can create the virtual 
istration point , the policy decision point , and the policy machine 406 according to a virtual machine template , and 
enforcement point , executes in container on a system that install the policy appliance 108 on the virtual machine 406 . 
includes one or more computer processors . The container The cloud computing service 402 then provides default 
can be a virtual container that includes a Java virtual 5 configuration parameters for accessing the HDFS to the 
machine or a Linux container . The container can be an policy appliance 108 , and allows the client 106A to load 
operating system of a computer . In some implementations , detailed access privilege configuration parameters to the 
the policy administration point , the policy decision point , newly created virtual machine 406 and policy appliance 108 . 
and the policy enforcement point can have a one - to - one - to - Cloud computing service 402 can provide different contain 
one relationship . One policy administration point corre - 10 ers , e . g . , different virtual machines , to different accounts . 
sponds to one policy enforcement point , and one policy Embodiments of the subject matter and the functional 
decision point corresponds to one policy enforcement point . operations described in this specification can be imple 
In some implementations , the policy administration point , mented in digital electronic circuitry , in tangibly embodied 
the policy decision point , and the policy enforcement point computer software or firmware , in computer hardware , 
can have a one - to - one - to - many relationship . One policy 15 including the structures disclosed in this specification and 
administration point corresponds to one policy enforcement their structural equivalents , or in combinations of one or 
point , and one policy decision point corresponds to multiple more of them . Embodiments of the subject matter described 
policy enforcement points . in this specification can be implemented as one or more 

In some implementations , an audit module of the policy computer programs , i . e . , one or more modules of computer 
appliance can obtain a respective audit log for each of the 20 program instructions encoded on a tangible non - transitory 
policy administration point , the policy decision point , and program carrier for execution by , or to control the operation 
the policy enforcement point . The audit module can obtain of , data processing apparatus . Alternatively or in addition , 
the audit log by generating the audit log or retrieving the the program instructions can be encoded on an artificially 
audit log from the corresponding component . The audit generated propagated signal , e . g . , a machine - generated elec 
module can provide an aggregation of the audit logs for 25 trical , optical , or electromagnetic signal , that is generated to 
administrator review . encode information for transmission to suitable receiver 

FIG . 4 illustrates an example installation of a policy apparatus for execution by a data processing apparatus . The 
appliance . A user of cloud computing service 402 can have computer storage medium can be a machine - readable stor 
an account 404 on the cloud computing service 402 . The age device , a machine - readable storage substrate , a random 
account 404 can correspond to a user identifier and creden - 30 or serial access memory device , or a combination of one or 
tials associated with the user identifier . The credentials can more of them . The computer storage medium is not , how 
include , for example , a password , access privileges to indi ever , a propagated signal . 
vidual data items , and resource usage privileges . Clients The term “ data processing apparatus " encompasses all 
106A and 106B are configured to access the cloud comput - kinds of apparatus , devices , and machines for processing 
ing environment 402 upon presenting at least a portion of the 35 data , including by way of example a programmable proces 
credentials . sor , a computer , or multiple processors or computers . The 

Cloud computing service 402 is a platform that includes apparatus can include special purpose logic circuitry , e . g . , an 
one or more server computers providing various services FPGA ( field programmable gate array ) or an ASIC ( appli 
including , for example , configuring programs , executing cation - specific integrated circuit ) . The apparatus can also 
programs , storing files , and so on . In the example shown , the 40 include , in addition to hardware , code that creates an execu 
cloud computing service 402 provides virtual machines 406 tion environment for the computer program in question , e . g . , 
and 408 for executing programs . Each of virtual machines code that constitutes processor firmware , a protocol stack , a 
406 and 408 can be a Java virtual machine . In the example database management system , an operating system , or a 
shown , both clients 106A and 106B access virtual machine combination of one or more of them . 
406 to perform some tasks ; client 106B accesses virtual 45 A computer program ( which may also be referred to or 
machine 408 to perform some other tasks . described as a program , software , a software application , a 

The cloud computing service 402 also provides distrib - module , a software module , a script , or code ) can be written 
uted storage service . The cloud computing service 402 can in any form of programming language , including compiled 
provide the distributed storage service on a Java - based or interpreted languages , or declarative or procedural lan 
distributed file system , e . g . , an HDFS including multiple 50 guages , and it can be deployed in any form , including as a 
nodes , e . g . , databases 104A and 104B . stand - alone program or as a module , component , subroutine , 

Virtual machine 406 is configured to serve as a container or other unit suitable for use in a computing environment . A 
for policy appliance 108 . The policy appliance 108 is a computer program may , but need not , correspond to a file in 
single point of access that allows clients 106A and 106B a file system . A program can be stored in a portion of a file 
associated with the account 404 to manage all access privi - 55 that holds other programs or data , e . g . , one or more scripts 
leges to databases 104A and 104B . Each account 404 that stored in a markup language document , in a single file 
corresponds to a user identifier ( or other forms of identifi dedicated to the program in question , or in multiple coor 
cation ) can be associated with a single container , respec dinated files , e . g . , files that store one or more modules , 
tively . sub - programs , or portions of code . A computer program can 

Configuration of access privileges to databases 104A and 60 be deployed to be executed on one computer or on multiple 
104B can be performed in the policy appliance 108 execut - computers that are located at one site or distributed across 
ing in virtual machine 406 . Each of the clients 106A and multiple sites and interconnected by a communication net 
106B can manage the configuration by , for example , pro - work . 
viding a set of parameters defining access privileges to the As used in this specification , an " engine , ” or a “ software 
virtual machine 406 . A client , e . g . , client 106A associated 65 engine , ” refers to a software implemented input / output sys 
with account 404 , can request HDFS access . In case no tem that provides an output that is different from the input . 
access configuration has been performed before the request , An engine can be an encoded block of functionality , such as 
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a library , a platform , a software development kit ( “ SDK ” ) , includes a back end component , e . g . , as a data server , or that 
or an object . Each engine can be implemented on any includes a middleware component , e . g . , an application 
appropriate type of computing device , e . g . , servers , mobile server , or that includes a front end component , e . g . , a client 
phones , tablet computers , notebook computers , music play computer having a graphical user interface or a Web browser 
ers , e - book readers , laptop or desktop computers , PDAs , 5 through which a user can interact with an implementation of 
smart phones , or other stationary or portable devices , that the subject matter described in this specification , or any 
includes one or more processors and computer readable combination of one or more such back end , middleware , or 
media . Additionally , two or more of the engines may be front end components . The components of the system can be 
implemented on the same computing device , or on different interconnected by any form or medium of digital data 
computing devices . 10 communication , e . g . , a communication network . Examples 

The processes and logic flows described in this specifi - of communication networks include a local area network 
cation can be performed by one or more programmable ( “ LAN ” ) and a wide area network ( “ WAN ” ) , e . g . , the 
computers executing one or more computer programs to Internet . 
perform functions by operating on input data and generating The computing system can include clients and servers . A 
output . The processes and logic flows can also be performed 15 client and server are generally remote from each other and 
by , and apparatus can also be implemented as , special typically interact through a communication network . The 
purpose logic circuitry , e . g . , an FPGA ( field programmable relationship of client and server arises by virtue of computer 
gate array ) or an ASIC ( application - specific integrated cir programs running on the respective computers and having a 
cuit ) . client - server relationship to each other . 

Computers suitable for the execution of a computer 20 While this specification contains many specific imple 
program include , by way of example , can be based on mentation details , these should not be construed as limita 
general or special purpose microprocessors or both , or any tions on the scope of any invention or of what may be 
other kind of central processing unit . Generally , a central claimed , but rather as descriptions of features that may be 
processing unit will receive instructions and data from a specific to particular embodiments of particular inventions . 
read - only memory or a random access memory or both . The 25 Certain features that are described in this specification in the 
essential elements of a computer are a central processing context of separate embodiments can also be implemented in 
unit for performing or executing instructions and one or combination in a single embodiment . Conversely , various 
more memory devices for storing instructions and data . features that are described in the context of a single embodi 
Generally , a computer will also include , or be operatively ment can also be implemented in multiple embodiments 
coupled to receive data from or transfer data to , or both , one 30 separately or in any suitable subcombination . Moreover , 
or more mass storage devices for storing data , e . g . , mag - although features may be described above as acting in 
netic , magneto - optical disks , or optical disks . However , a certain combinations and even initially claimed as such , one 
computer need not have such devices . Moreover , a computer or more features from a claimed combination can in some 
can be embedded in another device , e . g . , a mobile telephone , cases be excised from the combination , and the claimed 
a personal digital assistant ( PDA ) , a mobile audio or video 35 combination may be directed to a subcombination or varia 
player , a game console , a Global Positioning System ( GPS ) tion of a subcombination . 
receiver , or a portable storage device , e . g . , a universal serial Similarly , while operations are depicted in the drawings in 
bus ( USB ) flash drive , to name just a few . a particular order , this should not be understood as requiring 

Computer - readable media suitable for storing computer that such operations be performed in the particular order 
program instructions and data include all forms of non - 40 shown or in sequential order , or that all illustrated operations 
volatile memory , media and memory devices , including by be performed , to achieve desirable results . In certain cir 
way of example semiconductor memory devices , e . g . , cumstances , multitasking and parallel processing may be 
EPROM , EEPROM , and flash memory devices ; magnetic advantageous . Moreover , the separation of various system 
disks , e . g . , internal hard disks or removable disks ; magneto modules and components in the embodiments described 
optical disks ; and CD - ROM and DVD - ROM disks . The 45 above should not be understood as requiring such separation 
processor and the memory can be supplemented by , or in all embodiments , and it should be understood that the 
incorporated in , special purpose logic circuitry . described program components and systems can generally 

To provide for interaction with a user , embodiments of the be integrated together in a single software product or pack 
subject matter described in this specification can be imple - aged into multiple software products . 
mented on a computer having a display device , e . g . , a CRT 50 Particular embodiments of the subject matter have been 
( cathode ray tube ) monitor , an LCD ( liquid crystal display described . Other embodiments are within the scope of the 
monitor , or an OLED display , for displaying information to following claims . For example , the actions recited in the 
the user , as well as input devices for providing input to the claims can be performed in a different order and still achieve 
computer , e . g . , a keyboard , a mouse , or a presence sensitive desirable results . As one example , the processes depicted in 
display or other surface . Other kinds of devices can be used 55 the accompanying figures do not necessarily require the 
to provide for interaction with a user as well ; for example , particular order shown , or sequential order , to achieve 
feedback provided to the user can be any form of sensory desirable results . In certain implementations , multitasking 
feedback , e . g . , visual feedback , auditory feedback , or tactile and parallel processing may be advantageous . 
feedback ; and input from the user can be received in any What is claimed is : 
form , including acoustic , speech , or tactile input . In addi - 60 1 . A method , comprising : 
tion , a computer can interact with a user by sending receiving , by a policy administration point of a policy 
resources to and receiving resources from a device that is appliance , a policy that defines an access privilege of a 
used by the user ; for example , by sending web pages to a user on data stored in a first database having a first 
web browser on a user ' s client device in response to requests format and a second database having a second format 
received from the web browser . that is different from the first format ; 

Embodiments of the subject matter described in this submitting the policy by the policy administration point to 
specification can be implemented in a computing system that a policy decision point of the policy appliance that is 

65 
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configured to decide whether the user is permitted to enforcement point have a one to one to - many relationship , 
access at least a portion of the data according to the wherein one policy administration point corresponds to one 
policy ; policy enforcement point , and one policy decision point 

receiving , by a policy enforcement point of the policy corresponds to a plurality of policy enforcement points . 
appliance , a data request from an application , the 5 9 . A system comprising : 
request including a user specification specifying the one or more processors ; and 
user and a data specification specifying a data item of a non - transitory storage device storing computer instruc 
the data to access ; tions operable to cause the one or more processors to submitting the user specification and the data specification perform operations comprising : to the policy decision point by the policy enforcement 10 receiving , by a policy administration point of a policy point ; appliance , a policy that defines an access privilege of a receiving , by the policy enforcement point and from the 

user on data stored in a first database having a first policy decision point , a data access decision that is format and a second database having a second format made by the policy decision point according to the 
that is different from the first format ; policy , the data access decision specifying that the user 15 

is permitted to access a portion of the data item ; submitting the policy by the policy administration point to 
customizing the data request for each database based on a policy decision point of the policy appliance that is 

the data access decision , including changing the data configured to decide whether the user is permitted to 
request into a first query according to the policy and the access at least a portion of the data according to the 
first format and changing the data request into a second 20 policy ; 
query according to the policy and the second format , receiving , by a policy enforcement point of the policy 
the first query preventing at least a first portion of the appliance , a data request from an application , the 
data item from being retrieved from the first database request including a user specification specifying the 
and the second query preventing at least a second user and a data specification specifying a data item of 
portion of the data item from being retrieved from the 25 the data to access ; 
second database ; submitting the user specification and the data specification 

redacting the data item , including masking the first por to the policy decision point by the policy enforcement 
tion and the second portion of the data item with one or point ; 
more masking strings ; and receiving , by the policy enforcement point and from the 

providing , by the policy enforcement point to the appli - 30 policy decision point , a data access decision that is 
cation , the redacted data item as a response to the made by the policy decision point according to the 
request according to the data access decision , policy , the data access decision specifying that the user 

wherein the policy appliance , including each of the policy is permitted to access a portion of the data item ; 
administration point , the policy decision point , and the customizing the data request for each database based on 
policy enforcement point , executes in a container on a 35 the data access decision , including changing the data 
system that includes one or more computer processors . request into a first query according to the policy and the 

2 . The method of claim 1 , wherein the container is a first format and changing the data request into a second 
virtual container that includes a Java virtual machine or a query according to the policy and the second format , 
virtual container that includes a Linux container , and each of the first query preventing at least a first portion of the 
the first database and the second database is hosted on a 40 data item from being retrieved from the first database 
respective node or a cluster of nodes as in a Hadoop and the second query preventing at least a second 
Distributed File System ( HDFS ) . portion of the data item from being retrieved from the 

3 . The method of claim 1 , wherein the container is a second database ; 
virtualized server that provides an isolated , self - contained , redacting the data item , including masking the first por 
and individually configured user space in a cloud - computing 45 tion and the second portion of the data item with one or 
environment . more masking strings ; and 

4 . The method of claim 1 , wherein the first portion and the providing , by the policy enforcement point to the appli 
second portion of the data item include content that , accord cation , a redacted data item as a response to the request 
ing to the policy , the user has no access privilege . according to the data access decision , 

5 . The method of claim 1 , comprising : 50 wherein the policy appliance , including each of the policy 
obtaining , by an audit module of the policy appliance , a administration point , the policy decision point , and the 

respective audit log for each of the policy administra policy enforcement point , executes in a container on a 
tion point , the policy decision point , and the policy system that includes one or more computer processors . 
enforcement point ; and 10 . The system of claim 9 , wherein the container is a 

providing an aggregation of the audit logs for adminis - 55 virtual container that includes a Java virtual machine or a 
trator review . virtual container that includes a Linux container , and each of 

6 . The method of claim 1 , wherein the policy enforcement the first database and the second database is hosted on a 
point is coupled to the first and second databases , and the respective node or a cluster of nodes as in a Hadoop 
policy is applied to data stored on each of the databases . Distributed File System ( HDFS ) . 

7 . The method of claim 1 , wherein the policy adminis - 60 11 . The system of claim 9 , wherein the container is a 
tration point , the policy decision point , and the policy virtualized server that provides an isolated , self - contained , 
enforcement point have a one - to - one - to - one relationship , and individually configured user space in a cloud - computing 
wherein one policy administration point corresponds to one environment . 
policy enforcement point , and one policy decision point 12 . The system of claim 9 , wherein the first portion and 
corresponds to one policy enforcement point . 65 the second portion of the data item that is redacted from 

8 . The method of claim 1 , wherein the policy adminis - content that , according to the policy , the user has no access 
tration point , the policy decision point , and the policy privilege . 
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13 . The system of claim 9 , the operations comprising : customizing the data request for each database based on 
obtaining , by an audit module of the policy appliance , a the data access decision , including changing the data 

respective audit log for each of the policy administra request into a first query according to the policy and the 
tion point , the policy decision point , and the policy first format and changing the data request into a second 

query according to the policy and the second format , enforcement point ; and 
providing an aggregation of the audit logs for adminis the first query preventing at least a first portion of the 

trator review . data item from being retrieved from the first database 
14 . The system of claim 9 , wherein the policy enforce and the second query preventing at least a second 

ment point is coupled to the first and second databases , and portion of the data item from being retrieved from the 
the policy is applied to data stored on each of the databases . 10 second database ; 

15 . The system of claim 9 , wherein the policy adminis redacting the data item , including masking the first por 
tration point , the policy decision point , and the policy tion and the second portion of the data item with one or 
enforcement point have a one - to - one - to - one or one to one to more masking strings ; and 
many relationship , wherein one policy administration point providing , by the policy enforcement point to the appli 
corresponds to one policy enforcement point , and one policy 15 cation , a redacted data item as a response to the request 
decision point corresponds to one or more policy enforce according to the data access decision , 
ment points . wherein the policy appliance , including each of the policy 

16 . A non - transitory storage device storing computer administration point , the policy decision point , and the 
instructions operable to cause one or more processors to policy enforcement point , executes in a container on a 

system that includes one or more computer processors . perform operations comprising : 
17 . The non - transitory storage device of claim receiving , by a policy administration point of a policy 16 , 

appliance , a policy that defines an access privilege of a wherein the container is a virtual container that includes a 
user on data stored in a first database having a first Java virtual machine or a virtual container that includes a 
format and a second database having a second format Linux container , and each of the first database and the 
that is different from the first format ; 25 second database is hosted on a respective node or a cluster 

submitting the policy by the policy administration point to of nodes as in a Hadoop Distributed File System ( HDFS ) . 
a policy decision point of the policy appliance that is 18 . The non - transitory storage device of claim 16 , 
configured to decide whether the user is permitted to wherein the container is a virtualized server that provides an 

isolated , self - contained , and individually configured user access at least a portion of the data according to the 
policy ; 30 space in a cloud - computing environment . 

receiving , by a policy enforcement point of the policy 19 . The non - transitory storage device of claim 16 , 
appliance , a data request from an application , the wherein the first portion and the second portion of the data 
request including a user specification specifying the item that is redacted from content that , according to the 
user and a data specification specifying a data item of Pof policy , the user has no access privilege . P 
the data to access ; 35 20 . The non - transitory storage device of claim 16 , the 

submitting the user specification and the data specification operations comprising : 
to the policy decision point by the policy enforcement obtaining , by an audit module of the policy appliance , a 
point ; respective audit log for each of the policy administra 

receiving , by the policy enforcement point and from the tion point , the policy decision point , and the policy 
policy decision point , a data access decision that is 40 enforcement point ; and 
made by the policy decision point according to the providing an aggregation of the audit logs for adminis 
policy , the data access decision specifying that the user trator review . 
is permitted to access a portion of the data item ; * * * * * 


